Identifying Coordinated Activities on Online
Social Networks Using Contrast Pattern Mining

No Author Given

No Institute Given

Abstract. The proliferation of misinformation and disinformation on
social media networks has become increasingly concerning. With a sig-
nificant portion of the population using social media on a regular basis,
there are growing efforts by malicious organizations to manipulate pub-
lic opinion through coordinated campaigns. Current methods for iden-
tifying coordinated user accounts typically rely on either similarities in
user behaviour, latent coordination in activity traces, or classification
techniques. In our study, we propose a framework based on the hypoth-
esis that coordinated users will demonstrate abnormal growth in their
behavioural patterns over time relative to the wider population. Specif-
ically, we utilize the EPClose algorithm to extract contrasting patterns
of user behaviour during a time window of malicious activity, which we
then compare to a historical time window. We evaluated the effectiveness
of our approach using real-world data, and our results show a minimum
increase of 10% in the F1 score compared to existing approaches.

Keywords: Coordination detection - Campaign detection - Contrast
patterns - Pattern mining - Behavioural patterns.

1 Introduction

The usage of social media has dramatically escalated in the last decade. This is
due to the factors such as peer pressure, the presence of communities that have
developed on social media, and public interest in following popular and influen-
tial people on social media. However, the ease with which fake accounts can be
created on social media has heightened the risk of misinformation and disinfor-
mation. Since disinformation campaigns are frequently politically driven, large
numbers of user accounts are needed to disseminate their ideologies and achieve
their desired objectives. Hence, coordination between accounts is required to
carry out mass malicious campaigns.

The USA presidential election in 2016 was influenced by information oper-
ations carried out by Russia’s Internet Research Agency (IRA) on Twitter and
Facebook [10]. The Permanent Select Committee on Intelligence [13] identified
3,841 coordinated Twitter accounts and 470 Facebook pages that were affiliated
with the IRA in 2017. In 2018, Twitter publicly released tweets and users related
to this case. Additionally, in 2019, the UK general elections were influenced by
coordinated users that polarized political opinions on Twitter [11].
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Even though social media platforms claim to take measures to mitigate ma-
licious campaigns by inspecting the behaviours of individuals, it is harder to
identify a campaign as a whole due to its apparent natural growth and organic
behaviour. Hence, identifying coordination from a broader perspective is an im-
portant step to identify malicious campaigns. We believe that summarizing be-
havioural patterns within a community is a promising approach to achieve this
broad perspective.

Existing techniques to identify coordinating behaviours can be categorized
into either (1) content-driven, (2) network structure-driven, or (3) activity trace-
driven. Content driven methods [6, 7] are limited to the assumption that coor-
dination is reflected in the theme of posts while other behavioural aspects are
overlooked. Network-based approaches [3, 9, 11, 12, 22| tend to define coor-
dination in terms of community detection on user similarity graphs. A major
limitation of network-based approaches is that they perform well only when the
networks are sufficiently sparse [9]. In contrast, Zhang et al. [23] and Sharma et
al. [15] define coordination in terms of the synchronicity of users over time. They
try to identify coordinated users using masked self-attention [20] to encode the
event history.

An important alternative approach for summarizing changes in a dataset is
pattern mining. Although pattern mining has been used in areas such as medicine
[14, 16-18], education [5, 19], and computer security [1, 2], pattern mining on
social networks has only been used for bot detection [8]. In this work, we utilize
pattern mining in order to identify anomalous coordinating activities in online
social networks.

The notion of patterns provides a means of encoding the behavioural pat-
terns of users. Our hypothesis is that coordinated users will exhibit unusual
correlated activity patterns that are not reflected among the wider population
of users over time. If we can compare the frequencies of the behavioural pat-
terns in the present-time behaviour with activity in an earlier reference time
period that is assumed to be normal, we can interpret the growth of frequen-
cies compared to the background as anomalous behaviour. Such patterns can be
identified as anomalous patterns. This method of comparing patterns from two
sets of datasets is known as contrast pattern mining.

Our experiments show that the social media users that are associated with
contrasting behavioural patterns compared to their historical behaviours are
likely to be coordinated in nature. We achieve F1 scores up to 86% in identi-
fying coordinating users for the IRA dataset, thus supporting our hypothesis.
Moreover, the accuracy of our approach in terms of F1 score exceeds the corre-
sponding accuracy of a range of benchmark approaches by more than 10%.

We note the following as our contributions: (1) Formulating the usage of con-
trast pattern mining for identifying coordinated users, (2) Proposing a framework
for making use of contrasting behavioural patterns for real data, (3) Conduct-
ing experiments comparing different parameters, attributes and approaches on
real-life social network data to establish our claims.
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In Section 2, we provide the background and definitions needed for our frame-
work. In Section 3, we formulate our research problem. The methodology is given
in Section 4. The experiments, results and analysis for those results are presented
in Section 5. Finally, we give a conclusion of our study and identify directions
for future research in Section 6.

2 Preliminaries

We refer to an interaction made by a user with the social network as an event.
An event can be stored using a list of (attribute, value) pairs. Values can be
either numerical or categorical. The domain of values for an attribute a is de-
noted A,. An item is an (attribute, value) pair. A transaction is a set of items.
A transaction is associated with a transaction id. For example, a single tweet
is a transaction. In that case, the tweetid is the transacation id. The item
(username, @abc) reflects the author of a tweet in a transaction. A list of such
transactions is a transactional dataset. Attribute space A is the set of all at-
tributes in a given dataset. A pattern or an itemset is a set of items. We say an
itemset X is contained in transaction T iff. X C T. fp(X), the set of transac-
tions that contain the pattern X is defined as {T' € D | X C T'}. The number
of transactions in a dataset D that contain pattern X is the support count of
that pattern i.e., SC(X,D) = |fp(X)|. The support of a pattern X is defined

as supp(X, D) = %.

Patterns in the form of itemsets provide an opportunity to encode the be-
havioural patterns of users. An example of a behavioural pattern encoded as an
itemset is, {(user, uy), (is retweet?, yes), (original tweet’s author, BBC News),
(day of week, Monday), (time of day, 8 AM - 10 AM)}. If we compare the sup-
port of such itemsets in a historical time window with the support of those
itemsets in a subsequent time span containing anomalous activities, we can in-
terpret the growth in support as anomalous behavioural patterns. Such item-
sets with high growth can be identified as contrast patterns. The following are
some key definitions related to contrast pattern mining. The main dataset that
is to be analysed and compared to other datasets is called the target dataset
D;. A baseline dataset against which changes in the target dataset are found
is called the background dataset Dy. The growth rate of a pattern is the ratio
of its supports between the target and background datasets gr(X, Dy, Dy) =

%. If supp(X, Dy) = supp(X, D) = 0, then gr(X, D¢, Dy) = 0 and if
supp(X, Dy) = 0 and supp(X, D;) > 0, then gr(X, D¢, Dy) = co. Support delta is
another way of measuring the growth of support of a given pattern, and is defined
as supps (X, D¢, Dy) = supp(X, D) —supp(X, Dp). A contrast pattern X is a pat-
tern whose support in the target is significantly different from the background.
Given a growth rate threshold p > 1 and a minimum support delta o5 > 0, we say
pattern X is a contrast pattern iff gr(X, Dy, Dy) > p or supps(X, Dy, Dy) > o5.
A contrast pattern p takes the following form: p = {(a,v) | a € A,v € A, }.

A pattern X is called a closed pattern iff there exists no superset Y of X
satisfying SC(Y, D) = SC(X, D). A pattern X is a closed contrast pattern (CCP)
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iff supp(X,Dy) > o > 0,97(X, D¢, Dy) > p > 1 and X is a closed pattern in
D; U Dy. Here, o is called the minimum support.

3 Problem Statement

The challenge we address is how to identify anomalous coordinting behaviour
among social media users in a robust manner. This requires a novel approach to
identify a combination of features from user posts that succinctly characterise the
change in behaviour in contrast to normal behaviour. To address this challenge,
we build upon the theory of contrast pattern mining, which provides a robust
and scalable method for exploring the huge search space of possible feature
combinations.

Let D be a set of posts in an online social network in a time interval [ts, t.].

Each element of the set D takes the form of a transaction. Say we determine
two time intervals [tg,t1] and [to,t3] such that t, < ¢ < t1 K t2 < t3 <
te, [ta,t3] presumably contains anomalous activities based on observations, and
[to, t1] presumably does not contain anomalous activities. Let Dj and D; be the
subsets of D such that each post in Dy is created in the time interval [ty, 1] and
each post in Dy is created in the time interval [ta, t3].
Problem Definition. Given two transactional datasets of posts (Dy and D),
find the behavioural patterns that have a significant growth from a historical time
span [to,t1] that is likely to have few anomalous coordinating behaviours to a
subsequent time span [ta,t3] that is highly likely to have anomalous coordinating
behaviours. Find the users that are associated with such behavioural patterns
and test the hypothesis that: users who show anomalous behaviour are likely to
be associated with contrasting behavioural patterns compared to their historical
behaviour and other normal users.

4 Methodology

This section outlines the proposed framework to solve the problem we identified
above. Initially, we determine the background and target time intervals based
on observations of the dataset of posts. Subsequently, we pre-process the data to
extract relevant attributes and users. We then apply a contrast pattern mining
algorithm to the converted transaction tables. Finally, we extract suspicious
users by using the contrast patterns that we have obtained. An overview of our
framework is presented in Figure 1.

4.1 Overview

Given background and target transactional datasets, we derive the set of contrast
patterns P using a contrast pattern mining algorithm. Given a set of attributes
A C A, the subset of P where each contrast pattern is associated with every
attribute in A is the set of filtered contrast patterns P4. Define attribs(p) = {a |
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Fig. 1. Overview of the proposed framework to identify suspected coordinated user
accounts based on contrast pattern mining. Boxes with rounded corners represent a
process while rectangular boxes represent data. The dark circles denote coordinating
users and empty circles denote normal users.

a € A, (a,v) € p}, i.e., the set of attributes of a given contrast pattern p. Then,
Pa={p| A C attribs(p)}. P can be obtained by filtering patterns in P, which
only contains all attributes in A. Since P{,s.,} contains the contrast patterns
with emerging behavioural patterns for users, we claim that the users that appear
in Pyusery are the set of suspicious of users. The set of users Usyspicious that
appear in Pyysery is marked as identified anomalous coordinating users. Formally,
Ususpicious = {u | pe P{user}v (’LLSG’I", u) € p}

4.2 Pre-processing

— FEaxtracting common users. For a user to contribute to a contrast pattern,
that user must be active in both D, and D;. Hence, common users are
extracted for the sake of efficiency.

— FEaxtracting relevant attributes. Categorical values are required for the pur-
pose of grouping similar itemsets due to the low likelihood of matching real-
valued observations for equality in practice. Binning or other pre-processing
steps are needed for numerical values. For a Twitter dataset, the follow-
ing fields were selected such that the attribute space consists of categorical
values only — user id, user reported location, tweet language, tweet time —
divided into two fields; day of week and time of day (12 equal sized time slots
per day), tweet client, is the tweet a retweet?, author of the original tweet
if retweeted, list of segmented hashtags - each hashtag segmented using a
Twitter corpora, and list of user mentions. The fields in the form of a list,
such as hashtags and user mentions, were flattened out in transactions.
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— Converting to transactional datasets. Posts in the extracted datasets are
converted to lists of (attribute, value) pairs, i.e., transactions. For multival-
ued attributes, an itemset is generated with the same attribute.

4.3 Mining coordinated users

— Contrast pattern mining. EPClose [1] is a fast scalable algorithm that ex-
tracts closed contrast patterns during closed pattern generation. It should
be noted that applying a threshold to support count (SC) is equivalent to
applying a corresponding threshold to support (supp) since supp x SC. By
applying the threshold to Dy, the algorithm outputs patterns whose support
count in Dy is 0, which is unexpected since we are interested in patterns
whose support is growing from a non-zero value in Dj, to D;. Thus, we mod-
ify the threshold to support in D instead of D;. Here onwards, this article
refers to that threshold as the minimum support with the symbol o.

— Identifying users associated with patterns. The users that appear in con-
trast patterns are extracted and marked as coordinating users. Prygery 18
constructed using P from the last step.

5 Experiments

We tested our proposed framework on real-world data. Experiments were devised
with the aim of investigating the following questions.

1. How well can the model discriminate coordination and normal behaviour,
and how sensitive are the results to the choice of growth rate thresholds and
minimum supports?

2. Which attributes reveal coordination the best?

5.1 Data

We experiment on the dataset of the activity of Russia’s Internet Research
Agency (IRA) influencing the 2016 USA presidential elections [10, 13], which
consists of confirmed coordinated activities. This is a widely used dataset for
detecting coordination [15, 21-23] due to the availability of ground truth. The
dataset consists of 8.76 million tweets posted by 3613 users. Figure 2 shows the
distribution of activity across the time.

In order to test the effectiveness of a coordination detection model, we intro-
duce a set of noisy background events to the IRA dataset, since the IRA dataset
only contains the set of coordinating users. The criteria that were used to extract
noise data were: posted time between 2008 and 2018, marked location anywhere
in the USA, contains either one of the following hashtags - Election2016, MAGA,
MakeAmericaGreatAgain, AmericaFirst, DonaldTrump, WakeUpUSA, Trump,
Trump Train, HilaryClinton, Trump2016, DrainTheSwamp, TrumpPencel6, tcot,
POTUS, GOP, Resist, UniteBlue, NeverHillary, ElizabethWarren, WeThePeo-
ple, IllegalAliens, TrumpRussia, ImWithHer, GayHillary, WakeUpAmerica. The
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above set of hashtags were the top-occurring hashtags in the original IRA dataset.
The background data of normal users consists of 2.80 million tweets from 333
thousand of users.
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Fig. 2. Stacked distribution of IRA activities and extracted noise tweets across time.
The bin size for the x-axis is 1 million seconds (~11.6 days). The red vertical line shows
the election date.

5.2 Experimental Setup

Time intervals. Dataset D; was chosen such that it includes the election time
period (November 2016). The range of the posting times of tweets in D; was
the period of four months ending in November 2016. The time interval for the
dataset Dj was the period of four months ending in May 2015. This is entirely
based on observations.

Extracting top users. In addition to the step described in Section 4.2, for
the purpose of evaluation, we further extract the top nc number of coordinating
users and top ny number of normal users from the common users from the back-
ground and target datasets using posting frequency for the sake of performance.
For the presented results, nc and ny were chosen as 400.

Baselines. We choose the following baselines in order to compare our results.

1. Tweet frequency growth. Instead of counting patterns and comparing sup-
ports, we formulate a comparison between the frequencies of tweets of each
user in order to verify that our results are not due to the general growth
of tweeting frequency that we see in the tweet density plots. Say the fre-
quency of a user u posting in dataset D is freq(u, D). Then for a given o
and p, we can check the following requirements; (a) freq(u, Dy) > o > 0.
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(b) Say g(u, Dy, Dy) = % and g(u, Dy, Dy) > p > 1. If (a) and
(b) satisfies, then we mark them as suspecting users.

2. Tweet language. Since most (82%) of the data in the coordinated set of users
are in Russian and most (93%) of the data in the noise data are in English,
we compare our results with the results of a model that only use the language
to determine the coordinated status. This model simply classifies a user to
be coordinated if the language is Russian.

3. LCN+HCC [22]. This approach aims to identify coordinated communities
using community detection on user similarity graphs. The temporal aspect
is considered by a windowing mechanism. For a fair comparison, we use the
dataset Dy + D; as the input. We use the window size as 10 days as the
window length parameter.

4. QT-LAMP-EP-BH [}]. Replacing EPClose by the above contrast pattern
algorithm. In QT-LAMP-EP-BH, false discovery rates (FDR) are controlled
using Benjamini-Hochberg (BH) method.

5. QT-LAMP-EP-BY [4]. Instead of BH, use Benjamini-Yekutieli (BY) method
to control FDRs.

6. AMDN-HAGE. [15] The SOTA for identifying coordinated users. We use the
same set of hyperparameters except the threshold to determine the output
influence values. Instead, we maximize the F1 score to determine it.
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Fig. 3. The variation of precision, recall, F1 score and the number of contrast patterns
that are associated with users (!P{user} |) with the variation of o (left) and p (right).
Target time period: 2016/07 - 2016/11. Background time period: 2015/01 - 2015,/05.
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5.3 Results

Quantitative Results. The variation of precision, recall, F1 score and the
number of contrast patterns associated with users with respect to variation in
the growth rate threshold (p) and minimum support (o) is shown in Figure 3.
The parameters and the performance metrics corresponding to the experiment
with the highest F1 score is circled. There is a general increase in precision when
o and p is increased until a failure point. By increasing ¢ and p, less relevant
contrast patterns get filtered out. Promising precision values prove that the users
that are associated with contrast patterns are likely to be coordinating users,
thus supporting our statement in the problem definition. For large enough o
and p, there are no contrast patterns, to say nothing of contrast patterns that
are associated with users. Hence, the precision and recall is zero after some
failure point. When we filter out more and more contrast patterns, the chance
of us leaving out more and more relevant users is increased. Because of that, the
recall keeps decreasing when ¢ and p is increased. F1 score demonstrates the
balance between the precision and recall, and it should be noted that F1 score is
maximized for low o and p values. We recommend that o = 10 and p € [1.1, 2]
are parameters that yield generally good performance.

Baseline Comparisons. A comparison between our approach and the base-
lines in Section 5.2 is shown in Table 1. Multiple experiments were carried out
for each dataset by changing their parameters. The model with the maximum
F1 score is displayed in the table. The performance of our model is satisfactory
for both small and large datasets compared to the other approaches. The tweet
frequency baseline reveals that our results are not due to a general growth of
frequency in tweets by each user. The missing cells are due to the heavy resource
usage of the QT-LAMP-EP-* methods. The dataset nc = ny = 200 takes ~80
GB of memory for those baseline methods. EPClose needs ~300 MB of memory
for contrast pattern mining for the case of nc = ny = 400. The memory usage
and the results for that case demonstrate the scalability of our model.

Table 1. Results for detecting coordinated users using different methods. n¢ - number
of coordinating users in the dataset, nx - number of normal users in the dataset.

Method nc =ny = 100 nc =ny = 200 nc = ny = 400
Precision Recall F1 Score Precision Recall F1 Score Precision Recall F1 Score

Tweet frequency 92.1% 35.0% 50.7% 98.0% 48.0% 64.4% 91.5% 43.3% 58.7%

Tweet language 64.0% 80.0% 71.1%  66.0% 81.0% 72.7%  66.0% 75.0% 70.2%

QT-LAMP-EP(BH) 59.8% 58.0% 58.9% 84.8% 64.0% 172.9% - - -
QT-LAMP-EP(BY) 59.1% 55.0% 57.0% 85.1% 63.0% 72.4% - - -
LCN-+HCC 76.1% 63.0% 68.9% 77.3% 65.0% 70.6% 81.5% 70.4% 75.5%
AMDN-HAGE 50.0% 98.0% 66.2% 50.4% 100% 67.0% 50.6% 100% 67.2%
Our approach 77.1% 81.0% T79.0% 88.6% 82.0% 85.2% 86.2% 86.2% 86.2%
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Ablation Study. The impact of the choice of attributes was tested using a
greedy approach. We searched the impact of attributes using two methods.

1. Subtractive. We start from attribute set Ag = A. For each attribute a that
is in A; except userid, we remove that attribute, and we test multiple o
and p values to select the model with the maximum F1 score. Then we
determine the attribute a that results in the model with the minimum of
that maximum F1 score to be the attribute that has the greatest impact at
the stage of A;. Hence, A;; is created by removing that attribute from A;.
Define F'1(o, p, A) to be the F1 score of the model with the attribute set A,
minimum support o, and growth rate threshold p. Then, formally,

A1 = A; — { arg min {maXFl (o,p, A; — {a})}}

a€A;—{userid} \ %P

We end the procedure when A, = {userid} where n = |A| — 1.

2. Additive. We start from attribute set Ay = {userid}. For each attribute a
that is not in A;, we test multiple o and p values to select the model with
the maximum F1 score. Then we determine the attribute a that results in
that model with the maximum of that maximum F1 score to be the attribute
that has the greatest impact at the stage of A;. Hence, A;;1 is created by
appending that attribute to A;. Formally,

Ay =AU {arg max {max F1(o,p,A; U {a})}}

acA—A; a,p
We end the procedure when A, = A where n = | 4| — 1.

The purpose of the above methods is to search the locally optimal attribute
sets and thus to assess the order of importance for each attribute. Figure 4 shows
the variation of F'1 scores and the number of contrast patterns when the highest
impacting attribute is removed or introduced to the existing attribute set. The
subtractive method reveals that tweet_time, day_of_week, is_retweet are the
three highest impact attributes in that order. The additive method reveals that
day_of_week, tweet_time, tweet_client_name are the three highest impact
attributes in that order. Both methods identify that the first two attributes are
most important compared to the rest of the attributes. Thus, temporal aspects
of the events have played a major role in the behavioural patterns of this set
of coordinating users. It is interesting to observe this indication of automation.
Further, it is apparent that even for low numbers of attributes, similar to all
attribute cases, low o and p values yield the best possible F1 scores.

6 Conclusion

In this work, we proposed a novel approach to identify coordination by exploiting
the growth of behavioural patterns of users in an online social network. We
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Fig. 4. The variation of F1 scores and the number of contrast patterns that are asso-
ciated with users (‘P{user} }) when the highest impacting attribute is removed (left) or
added (right) to the attribute set. nc = ny = 400.

demonstrate that our proposed approach can achieve an increase of at least
10% in the F1 score compared to existing approaches. For future work, we aim
to extend our model to utilize derived attributes such as: sentiments, emotions,
and topics using the content of the posts. Investigating methods to automatically
determine time intervals will also be important for real-time data. Further, we
intend to work on a case study to use this approach on other social media
datasets.
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